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DJEKTPOHHBIE CEPBHCHI, WHTEPHET-OAHKUHT, yJajeHHas pabdoTa
yueba, OHJIalH-PETUCTPALIMH, HHTEPHET-Mara3uHbl 1 MapKETIUIINCHI — BCE 3TO
HACTOJLKO MPOYHO BOIJIO B HAIIy MOBCEIHEBHOCTh, YTO WHOTJA TPYIHO
MOBEPUTH, KaK KUK 0e3 3Toro panbiie. Yem OOJbIe MOTPy)aeMcs B MHUP
UH()OPMALIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH (Oaree — HKT), TeM
OOJIBIIE CTAHOBUMCS YSI3BUMEE.

KubepaTaku Ha nHGOPMAIMOHHYK0 CTPYKTYPY — 3TO OJJHA U3 CaMbIX
3HAUUTENBHBIX U MOCTOSTHHO PACTYUIUX YIPO3 JJIs TJI00aIbHOM 0€30MacHOCTH
B XXI Beke. Ha ¢one BceoOmielt mudpoBusanuu 3ta mpodiemMa He MPOCTO
HapacTaeT, a 3BOJIIOIMOHUPYET, HA YTO BIMAET IIMPOKOE HCIOJb30BAHUE
HWCKYCCTBEHHOTO HHTEIUIEKTa (Odanee — MHM), TaKk KakK 3J0YMBINJICHHUKHU
HAYMHAIOT KCHOJb30BaTh €ro s co3JlaHus OoJjee  M30UIPEHHBIX
BPEIOHOCHBIX MPOTPaMM, aBTOMATU3AIMK aTaK U aHaJIN3a ySI3BUMOCTE.

KubGeparaku npeBpaTuiivch U3 MpooOIeMbl TEXHHUECKUX CTICIIHATUCTOB
B OJIHY U3 TJIaBHBIX CTPATETHYECKUX YTPO3 HAIIMOHATIBLHOM, SKOHOMHUYECKON U
OOILIIECTBEHHOW 0€30MaCHOCTH JIF00OM CTpaHBbI.

[lo pe3ynpTaTam uCClE€IOBaHUS, MPOBEACHHOIO B MPOLUIOM TOIY,
benapycrs Haxomutcs Ha 3-M Mecte B peitunare ctpan CHI', koTopeie yare
BCET0 MOJIBEPraloTcsi Kubeparakam.



Kaxnas nstaa ataka B benapycu npuxoaurcst Ha roccektop (22%). Ha
BTOPOM MecTe — cdepa npoMbluieHHOCTH (14%), a Ha TpeTbeil CTpOuUKe —
dbunancoBas otpaciab (11%). MHOro arak Tak)Ke HaIICJICHbI Ha CEKTOp
TeJIeKOMMYHUKAIMK, chepsl HAayku 1 00pa3zoBanus (8%).

Kaxnas Bropas  kuOeparaka (57%) 0OpuUBOAUT K  yTEUKe
KOH(UICHIIMATBHBIX JIaHHBIX. Pe3ke OHM HapyIIal0T OCHOBHYIO ACSATEIbHOCTD
(16%) unu HecyT mpsimble (puHaHcoBbie motepu (8%). bosee MOIOBUHBI
YKPAJAECHHBIX CBEJICHUMN COCTABIIAKOT EPCOHAIBHBIE JAHHBIE U KOMMEPUYECKas
TailHa. AKTyaJlbHOM mpoOJIieMOM oOcCTaeTcs Kpaka JeHer ¢ OaHKOBCKUX
KapTOYEK U JJIEKTPOHHBIX KOLIEIBKOB.

Craiin 2.

POCT KMBEPATAK B BEJIAPYCU

Nozuuua benapycu: 3-¢ mecto 8 CHI no
KONWMECTBY knbepartar

. OCHOBHbIE LENTM ATAK:
foccexrop — 22%
Npombiwnennocrs — 14%
DuHancel - 11%

. NOCNEACTBMA:

Yreuka aanHbix — 57% cnyyvaes

Hapywenne paborel — 16%
Punancosbie norepu — 3%

Cornmacno ganubiM 3a 2024 104, Hamia pecrnyOiMKa IO YPOBHIO
kubepoOe3onacHoctu 3ansuia 70-e mecto w3 166 crpan B peittuare NSCI
(National Cyber Security Index, Hayuonanvuwiii unoexc kubepbeszonachocmiu),
yCTynuB 1o 3ToMmy wuHAeKkcY cpean crtpan CHI' mums Mongose,
AzepOaiimxany u Poccun.

PocT u yc/10:kHEeHHEe METO0B KNOepyrpo3 TpedyIoT onepekarouero
U KOMILIEKCHOT0 pearnipoBaHus.

B Benapycu npuHST psii CUCTEMHBIX Mep, U 00opb0a ¢ kubepyrpo3zaMu
BEJIETCS] HA HECKOJIBKUX YPOBHAX. Tak, Ha rocy1apCTBEHHOM YPOBHe Y Ka30M
[Ipesuaenta Pecnyomukn bemapyce Ne 40 «O  kubGepOe30macHOCTHY
peanuzyercs KOMILJIEKCHBIN MHOTOYPOBHEBbIH MEXaHU3M
NPOTUBOEHCTBUA KHOepaTakaM HAa TOCYJIApCTBEHHBIE OpraHbl U
OpraHu3aluM, KPUTHYECKyr uHpopmarmonHnyo uHbpactpykrypy. Cosznan
HamnronanbHbI# 1IEeHTp obecnieueHrst KnoepOe30macHOCTH U pearupoBaHus Ha
KHUOCPUHIIUICHTBl (Oanee — Hayuonanvolii yewmp xubepbezonacHocmu,).
HanaxeHo MeXTyHApOIHOE COTPYAHUYECTBO B 3TOM cdhepe.



Co3nmanbpl  HEOOXOJWMMBIE  TPABOBbIE  YCJIOBUS  JUISL  3allUThI
NEPCOHANIBHBIX JAHHBIX U O€30MaCHOCTU JIMYHOCTH M OOIIECTBA MPHU HUX
ucrnosb3oBanuu. 3akoH PecnyOnuku benapych «O 3amuTe nepcoHaabHbIX
NAHHBIX», TpUHATHIN B 2021 roy, ycTaHaBIMBAET I'PAHULIBI, OIPEACIAIONIUE,
KaKyl0 HMH(QOPMALMI0 O YEJIOBEKE MOXHO COOHUpaTh M PaclpOCTPaHSATh.
Bwmecte ¢ Tem, 4TOOBI 3a1MTa NePCOHATIbHBIX JAHHBIX ObUIA O-HACTOSILIEMY
3¢ (PEeKTUBHON, HYKHbI OOIIME YCWIHS — HE TOJBKO TrOCyJapcTBa, HO U
IPaXK/IaH.

[IpoTuBOAEHCTBUE OCYIIECTBISECTCA U HA KOPIMOPATHBHOM YPOBHE.
Opranuzanuu M TPEANPUITHS HWHBECTHUPYIOT B KuOepOe30macHOCTh U
oOy4ueHHUe COTPYAHUKOB.

Jist OoppOBl ¢ KuOEpyrpo3amMu Ha WHAMBHAYAJIbHOM YPOBHeE
TpeOyeTcs MNOBBILIEHHE HU(PPOBOM I'PaMOTHOCTH HaceleHHus, COOJI0JICHUE
AJIEMEHTAPHBIX MPABUI LHU(PPOBOM TUTUEHBI.

CoBpeMeHHbIE ACTIEKThI KN0ep0e30MacHOCTH

Kubepnpectymienus TpaHCHAI[MOHAJIbHBI, 3JI0YMBIIUICHHUKHU
UCIIOJB3YIOT aHOHUMAM3EPHI (cepsucsl, no360siouue CKpblmy JIUYHble OAHHbIE
nonvzogamens u obecneuumv aHOHUMHOCMb 6 Humepneme) M HAXOIATCS 3a
pyOekoM, UTO KpaiiHe 3aTpyIHSCT UX 3aJeprKaHHe.

[lo pmanneiM CreactBeHHoro komurera PecnyOnuku benapycs,
ormedaeTcs yxon 6osee 80% BeiMoratenscTB B 60J1ee 90% MOIIEHHUYECTB B
«OHJIAUH»-CXEMY, Y€MYy CIOCOOCTBYET B TOM YHCJIE HU3KHUWA MPOIEHT
OCBEJIOMJICHHOCTH TpaxkJaH O IMPECTYIHBIX CXEMax, a TaKXKe pa3BUTHE
CIIOCOOOB COBEPIIICHUS TAKUX XUIICHUH.

Kaptuna pacnpoctpaneHHBIX BUJAOB KuOeprnpecTyiieHuid B benapycu
MOBTOPSIET TJIOOAIBbHBIE TPEHIBI, HO C AKIIEHTOM Ha MECTHBIC TUIATE)KHBIE
CUCTEMBI Y MMPUBBIYKU HACEIICHHUSI.

[lo npgaHHBIM  TJABHOTO  yOpaBJIEHHS 1O  HPOTHUBOAECHCTBUIO
KHOEPIPECTYMHOCTH KPUMUHAIBHON MWIHIIMM MUHHCTEpCTBA BHYTPEHHHUX
nen Pecnybonuku benapych, 3a 9 mecsieB tekyuiero rojga B bemapycu 1o
CPaBHEHUIO C aQHAJOTMYHBIM T[I€PUOJIOM MPOUUIOr0 Troja KOJUYECTBO
KHOepIpecTymieHnid cHU3uIoch noutu Ha 11% (3a 9 mecayes 2025 200a
3apeaucmpuposano 6onee 13 moic. ciyuaes (13 420), mpems uz komopuwix (4 121) —
6 2.MuHncke).

ITo craructuke skeHIUHBI (65%) yaille BCEro CTAHOBATCS KEPTBaAMU
MOIIEHHHUKOB, KOTOPBHIE BBIMAHUBAIOT JICHBI'M IYTEM TMCUXOJIOTHYECKUX
MaHUNYJSIUK 1o Teneony (77,9%), Kymn-npoJa’ki TOBAPOB U OKa3aHUS
ycayr (65,6%), OmarorBopurenbHOocTH (100%). My:kuuHbl (84,8%), kak
MPaBWJIO, CTAHOBATCA JKEPTBAMHM  MOIIEHHHUYECTBA, CBS3aHHOTO  C
WCIIOJIb30BAHUEM CaWTOB 3HAKOMCTB.



Cnaiin 3.

MOPTPET XXEPTBbl MOLUEHHUYECTBA
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Cnpagouno:

Bo3spacmmuuie cpynnsl nomepnesuiux:

a0ou cmapuie 50 nem uawe cmaHo8aAMCs Hcepmeamu meneq)OHHbIX
MouleHHU4ecms,  obmana,  008epuUUBOCMU,  1e2eHO O  NOMOWU
POOCMEEHHUKAM,

Mo00excy 00 30 n1em ya36uma om MOUEHHUYECKUX OUCTNAHYUOHHBIX
coenok ¢ Hedsudcumocmvio (56,3%), ncesdo-uneecmuyuii 8 «OUpIHCU» U
«po3sviepvludets unu akyuiy (65,4%);

auua cpeonezo so3pacma (30—-49 nem) — naubonee maccosas epynna
cpeou  nomepnesuux om  HUKT-mowennuuecmea ¢  3axknoyeHuem
2PAACOAHCKO-NPABOBbIX 002080p08 (33,1%).

be3pabommnvie u neyuwawgueca uawe nonaoaromcs 8 UHBECMUYUOHHbLE
noeyuiku (46,2%), umo modxcem 6vimsb C643AHO C NOUCKOM UMU UCTNOYHUKOS
00x00a UnU ysiedeHuem a3apmubiMu cCXemamu.

ITo cmocodam coBepHIeHMs] MOIIEHHUYECTBA YA€ BCETO MPOUCXOAT
OT MMEHH OJIKHOCTHBIX Jul (28,2%). Adepuctsl mnpeacTaBIsrOTCsS
COTPYJHUKAMH MPABOOXPAHUTENIBbHBIX OpraHoB (MBJ, CK, /J®P, KI'h) u
paboTHUKaMU OaHKOBCKUX OpraHuzaiui. MOIIIEHHUKH CTajdd 3BOHUTH OT
UMEHU pabOTHUKOB CIy>k0 rasza, BOJOKaHalla, SHEProHAA30pa, MOOMIBHBIX
OTEPaTOPOB CBS3HU IO/ MPEIJIOTOM OKOHUYAHUS CPOKa JIOTOBOPA U Mpejiaratot
JUIsL €T0 TIPOJICHUST COO0IUTh 1udpoBoi Ko U3 cMc. [locne nepenayuun koaa
KEPTBE 3BOHUT COOOIIHUK MOIICHHHKA W YK€ TMPEACTaBISAETCS
MPAaBOOXPAHUTEJIEM, 3aIyTUBAET TEM, YTO YEJIOBEK Mepeaasl JUYHbIC JaHHbIC
¥ Ha ero uMsi OyayT oOpMIICHBI KPEAUTHI. A 4TOOBI MX M30€KATh MpeIaraet
OoQOpPMHTH BCTPEYHBIC KPEAUTHI M TIOJYUYCHHBIC JACHBIM IIEPEBECTH Ha
YKa3aHHBIA cueT WK OAHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa 0T UMeHHU pykoBoauTeJieii (Fake boss) (yupescoenuii
00pazosanus, 30pABOOXPAHEHUs,  KVIbMYpsl, npeonpusmuii) MOIICHHUKU
3allyTUBAIOT  TOJO3peHHeM B  (UMHAHCHUPOBAHMHM  JKCTPEMHUCTCKOU
JESATETLHOCTH, TPOBEACHUEM OOBICKA M U3BIATHEM JICHET, TAK)KE MPEIIararoT
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JAHHBIN (HaKT JepKaTh B TallHE ¥ TOOOIIATHCS C ONPEEICHHBIM COTPYAHUKOM
IPaBOOXPAHUTEIBHBIX OPTAaHOB, KOTOPKIM SIKOOBI JI1 COXPAHEHUS JEHEKHBIX
CPEJICTB MpeJjiaraeT «BpEMEHHO» MEPEBECTH ACHBI'M HA 3AIUIIICHHBIN CUET.

B tenedonHOM paszroBope He JOBEPSANUTE HE3HAKOMBIM JIMIIAM, KEM OBI
OHM HE MPEJCTABWINCH, €CIIU BbI HE kKJIETE TAKOTO 3BOHKA.

Tperp momenHnvectB (27,6%) coBeplIaeTcs MO BHUJOM IMPOJAANKH
ToBapoB B cerH Instagram wiam Telegram (uawe 6ceco mowennuxu
«npooaiomy aemo3aniyacmu, cado8ble Kaweiu, HOB0200HUE e, MOPenpoOyKmbl u
opyeue  mogapvl).  3IOYMBIIUICHHUKA  OPEQIaraloT  MNOTECHUAAIbHBIM
MOKYyIaTeIsIM NEPEBECTU MPEOIIIaTy 32 TOBAP M OOEIIAIOT €ro BBICIATH I10
MOYTE€ WA KypbEepoM, IMOCJE 4Yero OOLIEHHE MPEKPaIAeTCs, U «KIUEHT
OCTaETCsI HU C YEM.

Cnpaeouno:

Taxoice naubonee pacnpocmpaHnenHvle NpecmynHvie Cxembl.

360HKU om umenu oaunka, compyonuxa MBJ/], KI'b u unbix
20CY0apCmEEeHHbIX 0pP2AH08, K020A MOWEHHUK, UCHONb3YS MEXHOI02UIO
NOOMeHbl HOMepd, 360HUM C HOMePA, NOX0MCe20 HA OQUYUATbHBIL HOMED
banka u coobwaem o «nOOO3PUMENbHOU ONepayuu» ¢ Kapmotl, «OJ10KUposKe
cuemay Uiy «NONbIMKe G310MA», @ OJIsL «3AWUMbLY UTU K OMMEHbL ONEPAYULY
npocum cooouums CVV-ko0, Oanmvie uz SMS-coobwenus c¢ Kooom
NnOOMeEepI’COeHUs, NAPOJIb U3 UHMePHem-0aHKUHed Ul nepesecmiu 0eHbeU Ha
«be3onachuwlily (Ha camom oeile NOOKOHMPOJIbHBIU MOULEHHUKY) cuem,

Quwmunzoevie SMS-cooduwenus u nucoma, xo2coa npuxooum SMS-
coobulenue ua INEKMPOHHOE NUCLMO C COO0OWeHUeM O «ON0OKUPOsKe
Kapmoely, «npobieme C HAIO2OM», «8blucpblule 8 Jlomepee», KOmopoe
coOepotcUm  CCoLIKY HA PUUUH208bIL UHMepHem-pecypc (catm — KIOH),
KOMOPWblll 8b12180UM KAK OQUYUATIbHBII UHMEPHEM-PeCcyPC OAHKA, HA020801
UHCNEeKYUU Uiu Opy2020 20CY0apCmMEeHHO20 0p2aHna, 20e mpedyemcs 68ecmu
JIO2UH, NAPOIb, OaHHble NJIAMENCHLIX CPedCcms, Nocie 6800d KOMOPbIX
cogepuiaemcsi XumjeHue;

MOWEHHUYECMEA 8 COUUANbHBIX CemaAX U mecceHoxycepax («Vibery,
«WhatsApp», «Telegramy), kocoa 310ymbluIeHHUK 83/1AMbl6AEN AKKAYVHM 8
coycemu uau cozoaem Hetkosvlill, NOXONCULl HA He20, nuuiem OIUKUM
POOCMBEHHUKAM OM UMEHU G1A0elblYd AKKAYHMA, YMO CPOYHO HYHCHbI
O0eHbeU HA «O0UeHb BAXCHOE 0el0» (NONANL 8 CIONCHYI0 CUMYayuro, Nonai 8
HTII u 0p.), npoca Huxomy He 360HUMb, AUOO AHANOSUYHAS Npedbloyulel
cxema, K020a MUUEeHbl0 CIMAHOBIMCs 0PY3bs, A MOWEHHUK OM UMeHU Opyed
nuwem, Ymo 3acmpsi 3a epanuyell, y He20 YKpauu OeHbeU/O0KyMeHmbl, U
npocum cpo4Ho nepegecmu Cpeocmea,

(heitkosvle unmepHem-mazazunvl, K020a co30Aemcst KPAcusblil Caim-
OOHOCMPAHUYHUK —UAU 2PYNNA 6 COYUAIbHOU cemu (3auacmyr 8
«HMucmazpamy), ¢ 02poMHLIMU CKUOKAMU HA AKMYATbHBIU Y HACEIeHUS MO8AD
(mexuuxa «Apple», caodosas mebenvb, Hady8Hvle Oaccelinvl, OpeHO08aAs
ooedcoa u 0p.), a nocie npedoniamvl Mmoeap He NPuxooum, a Caum uiu
2pynnwl ucue3aom, iubo coooueHUss JHcepmaevl 0aiee USHOPUPYIOMCSL,

MOWEHHUYECMBA NOO BUOOM 20CYOAPCHMEEHHBIX OP2AHO8, KO20d
Jlcepmee  nocmynaem 360HOK OM UMEHU «Cyovuy, «compyonuxka MBIy,
«HAI02080UY C MPebOBAHUEM CPOUHO ONAAMUMb HEKUU (DUKMUBHBLI 002,
wmpag unu NOWLIURY, YePOACAsL APeCmoM CHemo8 Ul OpyeuM HAKA3aHueM,
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npocsm YCmMaHo8Ums NpuiodiceHue Oisi YOaieHHo20 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) 0ns «nposepku cuema», umo oaem um
HOJIHBII KOHMPOJIb HAO YCMPOUCMEOM NOMEPNEBULESO,

gunancosvle nupamuovl U UHEECMUUUOHHbBIE MOUWIEHHUYECMEA,
maxkue KAk — NPeoNoNCeHUs  «BbICOKOOOXOOHbIX — UHBECMUYUL» 8
KPUNmMo8auomy, Oupicu uiu cmapmanvl ¢ 2apaHmupo8aHHbIM 6blCOKUM
ooxooom. Ilpu smom Ha nepsom smane Mocym oadce BbINIAYUBAND
HeboblUe NPOYeHMbl, YUmodbl nomepnesuiull 8Hec euje 60bULe OeHENHCHBIX
cpedcma u npuseji pOOCMEEHHUKO8, OpY3ell U 3HAKOMbIX, NOCIe 4e20 NPOeKm
3aKpbIBAEMCsl, A OeHelCHble CPeOCMBa NOXUUWAIOMCSL,

6bIM0O2AMeNbCME0 HA UHMUMHOU NOY6e («CEKCMOpuieH»), Ko2oa
MOWEHHUK Yepe3 coycemu 3HAKOMUMCS C HCePMBOLL, 8MUpaemcs 8 0osepue,
CKIIOHsIem K 00ujeHuio 8 gudeouame UHMUMHO20 XapaKkmepa uiu K OmnpasKke
OMKPOBEHHBIX (hOMO, 3anuUcvléaem Udeo Ul oelaem CKPUHWOMmMbl, d 3amem
wanmasicupyem.

OnaceHust BBI3BIBAIOT HaOuparonme O0O0OpOTHl BbIMOIaTelbCTBA
(526 cayuaes) ¢ ucHoNb30BaHMEM HWH()OPMAIMOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJOTHM: MOTEPHEBIINX IO PA3JIUYHBIMU MPEIJIOTAMU BBIHYXKIAIOT HA
JUYHBIX ycTpoiicTBax [Phone BoiiTh He B CBOIO yueTHY!o 3anuch. [locne Bxona
[Phone Onokupyercsi Kak HOXUIIEHHBI U CTAHOBUTCS HE MPUTOIHBIM. [[ns
Pa30IOKUPOBKH 3IOYMBIIIICHHUKH TPEOYIOT BBIKYII.

ITosTOMy HM B KOEM Cilyyae HeJlb3sl BXOAUTH HA CBOEM YCTPOICTBE B
YyKYI0 YYETHYIO 3alliCh, BJIaJieiel] YUETHOM 3alliCU MOXKET 3a0JIOKUPOBATh
YCTPOUCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUA,
COBEPLWIAEMDBIE B CTPAHE

3BOHKKM OT umeHu Banka, cotpyarusa MBA, KI6 »
MHBX FOCYAAPCTBEHHBX OPraHos

PuwmrHrosse SMS-coobueHun u nucema

MOWEHHWHECTES B COUMINbHLIX CETRX U
MecceHsepax

MOIEHHUYECTBA NPK OHNARH-NOKYNKAX H3
NACIWAAKAX N0 NPOAAME TOBAPOE

DERKOBLIE MHTEPHET-MaraavuHN

MOWEHHWYECTEA MO BUAOM rocyAs PCTBEHHDIX
Opravos

PUHAHCOBLE NUPAMUIL U MHBECTHLMOHHLE
MOWEeHHUYecTea

@ 0h-HREN BPE

BHMOr3TENDCTBO H3 MHTUMHON NOYEE

Cnenyer OTMETUTh, YTO (PMIIMHT ¥ MOIIEHHNYECTBO ¢ 0AaHKOBCKUMU
KapTaMM SIBJISIOTCS CaMOW MacCOBOM KaTeropuend KuOepMOIICHHUYECTBA B
Pecnybnuke bemapycs.

IIpu sTOM Hapsily C HAHHBIMM NPECTYNHBIMUA CXE€MaMHU MOIIECHHHUKH
aKTUBHO WCTOJB3YIOT MW Takod MeToJ (UINMUHTA, TPH KOTOPOM
KOH(pUICHIIMAIbHBIE  JaHHbIE  OCJIIOPYCCKMX  TpaXKJIaH  JIOOBIBAIOTCS



3JIOYMBIIINICHHUKAMH  ITOCPCIACTBOM TGJ'IC(l)OHHBIX 3BOHKOB. OTOT BHU/
MOIIICHHNUYCCTBA HA3bIBACTCA «BHIIIMHID).

Ciaiig 5. Buneopoduk.

| A3BYKA
R O

Cnpagouno:

Buwiune — smo ycmmuas pasmosuonocms uuiunea, npu Komopou
310YMbLULIEHHUKU NOCPeOCMBOM MeNeq)OHHOU C853U, UCHONb3YS NPUeMbl,
Memoobl U MEeXHON02UU NCUXON02ULECKO20 MAHUNYIUPOBAHUS, NOO PAZHLIMU
npeonocamu, UCKYCHO Uspas OnpeodeieHHyro pob (KaK npasuio, COmpyoHuKka
Oaunka, MexHUYecKo2o creyualucma u m.0.), BbIHYHCOAIOM Yel08eKa
cooowums UM C80U KOHQDUOeHYUalbHble OAHKOBCKUE UNU NEePCOHATbHbIE
OanHble AUOO CIMUMYIUPYIOM K COBEPULEHUIO ONPEOeleHHbIX OelCmEUll CO
CBOUM OAHKOBCKUM CUEMOM UIU DAHKOBCKOU KAPMOl.

I[lo Mepe pa3BuTusd  HHPOPMANMOHHO-KOMMYHHMKALUOHHBIX
TEXHOJIOTMH BO3pPacTalOT M  BO3MOKHOCTH  KHOEpPNpecTYIIHHUKOB.
HekoTopble MOLIEHHHMYECKHE CXEMbI MOJYYWUIM HOBYIO JKHU3HB Ojaromaps
UCKYCCTBEHHOMY MHTEJIJIEKTY.

Pacrer Koaum4ecTBO cllydyaeB MOIIEHHUYECTBA C HCHOJb30BAaHUEM
TexHosioruun Deepfakes — 3T0 co3naHHBIE HCKYCCTBEHHBIM HHTEIUIEKTOM
rOJIOCOBBIE COOOUIEHUSI M BHUACO3BOHKM OT SIKOOBI KOJUIET, Jpy3ed u
POACTBEHHUKOB, KaK MMPaBUIIO, C IPOCKOOI O CPOUHOM JICHEKHOM NIEPEBOAE U JIP.

[Ipu BUI€O3BOHKE ClieyeT oOpallaTh BHUMAaHUE Ha TaKue JIeTalH, KakK
HEYETKOE MJIM CMa3aHHOE M300pakKeHHE JIUIA TOBOPSILEro, OTCYTCTBUE WM
HEECTECTBEHHAs! MUMHUKA JIULIA.

[ToMHUTE, UTO COTPYIHUKHU OAHKOB U TPABOOXPAHUTEIBHBIX OPraHOB HE
3BOHST 4YE€pe3 MECCEH/KEepbl C MCIOJIb30BaHUEM BHeOocBs3u. Ilpm
COBEPLICHUM [ICHEKHOI0 MepeBOAa IMOJ BJUSIHMEM MOUICHHUKOB
HEe00X0AUMO He3aMeJINTeIbHO 00PATUTHLCH B OPraHbl BHYTPEHHMX /e
JUISl COXpPaHEHUs JEHEXKHBIX CPEACTB.

Jlaxke Korjja HCKYCCTBEHHBIN UHTEIJIEKT UCII0JIb3YETCsl BO OJ1aro, HY>KHO
ObITh OCTOPOXKHBIM. Eciin paOOTHUK OpraHu3alvd AYyMAaeT, YTO 3arpy3uT
nokyMeHT B 4at GPT u oH Bce ObICTPO c/ieNiaet, TO 3TO NPSMOM MyTh K YTEUKe
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KOH(DMICHITNAIBHBIX JaHHBIX. JIOKyMEHTBI OTIIPABATCS Ha CEPBEPHI B IPYTrOM
rocyJapcTBe, W 3aKOHBI HaIlled CTPaHBl YK€ HE MOTYT rapaHTHPOBaTh HX
0€30MIaCHOCTb.

Caiin 6.

MCNOJIb3OBAHUE 4
MCKYCCTBEHHOIO UHTENJIEKTA

B Uenesoi prwmnr Ges owmnbok:
NEPCOHANUIMPOBIHHLIE W TPIMMITHYECKH 6esynpe-wue
PacCLiNkM, OBXOAAWME TNABHEI MapKep yrpoasl. |

B Mowennmuectso yepes Deepfake:

FEHEPALMA BMAEO W rON0C3 PYHOBOACTES ANA
CAHKUMOHMPOBIHUA HEIAKOHHBIX PUHAHCOBLIX ONEpal

- HMH-Botel ann coumanbHom L ,:'i
BEAEHHE OCMBICTEHHB AMANOTOB ANA BbIMAHWBAHHA
KOHPHUALHUMANLHOW UHDOPMIUMK.

IIpesunent benapycu A.I'.Jlykamenko, Boictymnas Ha |l Munckoi
MEXAYHAMPOIHON KOH(PEPEHIINH TT0 eBpa3HiiCKON 0€30MaHCOCTH, KaK OJHY U3
KJIIOUEBBIX 3a7a4 B II€JIOM OOO3HAUYMJI HEOOXOIUMOCTb MPHUHSTUS MEp B
o0JacTu HMCKYCCTBEHHOTO HHTeiuiekTa: «Heynpaensemas zouka 6 Imoit
cghepe npespauijaem e2o u3 noye3no2o0 pecypca 6 opysicue. B nepcnekmuege —
MaACCOB020 NOPAICCHUA).

Cnaiig 7.

(4

Heynpasnaemas 20HKa 6 amoli
chepe npespawyaem €20 (npum. -
UCKYCCmeeHRbIU urmennexkm) U3
Mone3Ho20 pecypca 8 opyxcue.
B nepcnekmuse — macco8oz20

nopaMeHus. , ,

MTpezudenm Pecrylauku Benopyes A1 IyK0Weno,
I MuHcHaS MesdyHapedHan NOHBEeDEeRIS NO
eapo3uiickoli GezonacHoomu, 28 oxmatips 2025 2

CorpynnukamMn MwuHHCTEpPCTBA BHYTPEHHHX JAel W HarmoHambHOTO
O0anka PecmyOmuku bemapych mpuHUMaKOTCS Mepbl, HalpaBjJieHHble Ha
0J1I0KMpOBaHUE MOIIeHHUYecKkuX onepanuii. B benapycu ¢ 1 mapta 2024 r.
nericteyer Yka3 Ilpe3maenta Ne 269, koTopelii mpejocTaBiseT OaHKaMm
BO3MO>KHOCTb ITPUOCTAHABINBATH MOJO3PUTENIbHBIC TEPEBOBI U COBMECTHO C



PaBOOXPAHUTEIBHBIMU OpraHaMU paccieloBaTb WHIUACHTHL. JlaHHBIN
MEXaHU3M T03BOJIIET JOCTaTOYHO 3(P(PEKTUBHO  B3aMMOJICHCTBOBATH
rpakJjaHaM ¢ OpraHaMu BHYTPEHHHUX JIEJI, @ UM, B CBOIO OUY€pEllb, «B PEKUME
24 Ha 7» mepenaBaTh yKa3aHHYH HH(OpMaIruio OaHKOBCKOMY CEKTOPY H
noyiy4aTtb OT Hero 3(Q(EeKTHBHO M OBICTpO HH(OpPMALKIO O JHUIAX U
UHCTPYMEHTaX, KOTOPBIE 3a€IICTBOBAHbI B MIPOTUBOIPABHOMN IESITEIBHOCTH.
W camoe ri1aBHOE — MpEANPUHUMATH MEPHI, HAIIPABJICHHbIE HA COXPaHEHUE
y>K€ TIOXUILEHHBIX JCHEXHBIX CPEACTB Yy TPaKJIaH U HEAOMYIICHUS epeBoia
WX Ha 3apyOeXHbIE CUETa.

B cBiI3u ¢ HEOOXOAWMOCTBHIO 3allAThl OT MOIIEHHUKOB OaHKU
yCTaHaBIMBAIOT JUMUTHI MO CHATHIO JEHEr B OaHKOMarax Ha TEPPUTOPUHU
benapycwu.

boppsba ¢ »sTUMH mOpecTylUieHUsSIMH TpeOyeT He TOJbKO Ooiiee
COBEPIICHHBIX TEXHOJOTUN 3aIUTHl, HO U (DYHAAMEHTAIBLHOTO MOBBIIICHUS
uM(pOBON IPaMOTHOCTH HACENEHHUS, TOCKOJIbKY UMEHHO YE€JIOBEK OCTAaeTCs
HanOoJiee ySI3BUMBIM 3B€HOM B JIFOOOM crcTeMe 0€30MacHOCTH.

Hudposasi rpaMOTHOCTH HACETICHUS

Kuodep0e30nmacHOCTh — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. OHa
HAYMHAETCSl ¢ TAKWUX MPOCTHIX BellEW, KaK BBIOOp HAACKHOIO Maposis s
JIOMAIIHEN DJIEKTPOHHOM OYThI. BakHO TOMHUTB, YTO OJIUH U TOT K€ MapPOJb
HEJb3s UCIIOJI30BATh OJTHOBPEMEHHO JIJIsl paboueil MOYTHI, AJI PeTUCTpaIluu
Ha pa3IMYHBIX caliTax U B MecceH kepax. K cioBy, TUYHbBIE JaHHBIC Yallle
BCEr0 TMOMAaNal0T K 3J0YMBIIUICHHUKaM H3 0a3 JaHHBIX Mara3uHOB (Mbl
ocmasisnem amunuio, UmMs U omuecmeo, aopec u meied)on npu pecucmpayuu Ojis
noJy4eHUss OOHYCHBIX UU CKUOOUHBLX KAPM).

Heobxonuma »snementapHass umu¢poBas THrHeHa, IpPU KOTOPOU
c00/1I0IeHHe MPOCTHIX NMPABWJI NMOBEAEHUS B CETH IO3BOJSET 3alUTHUTh
NepCoHaIbHbIC JJaHHbIC, (DUHAHCHI U YCTPOMCTBA OT KUOEPMOIIICHHUKOB.

Oco0yt0 akTyalnbHOCTh TeMa UU(PPOBON TUTHEHBI NPUOOPETaeT B
OTHOLICHHWM MOAPACTAIOLIETO MOKOJIEHUA. [[eTh cerogHs He TOJIbKO aKTHUBHO
OOIIAI0TCSI B MECCEHKEPax, HO U MOTPYKAIOTCSA B MUP OHJIAWH-UTP, TAE UX
Kpyr OOIIEHUsI pacuiupsieTcss 3a c4eT He3HakomIeB. Cpeaw HUX MOTYT
CKPBIBATHCSA U KHOEPIPECTYIMHUKH, CTPEMSIIIIUECS UCTIOJIb30BATh peOCHKA st
nojyueHuss KoHpuaeHuuanibHOW wuHGopManuu. Heokpemnmias mcuxuka,
MOJIBEP>KEHHOCTh BHYIIEHUI0 W MAHUITYJIUPOBAHUIO JETAIOT HX JIETKOU
«JIOOBIYECH JJIS 3JI0YMBIIIIJICHHUKOB.
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BE3OMACHOCTb AETEA B CETU —

3TO HE 3ATPETHI, A AOBEPUE U NMPABUJIA
BbICTPAMBANTE OTHPLITLIC OTHOWEHMA: PECEHON

AOMMEH FHATH, 4TO MOBET PACCKAZATHL Bam O M0Bok
npobneme Ge3 CTpaxa HaKaIaHMA.

YCTanosnTe YeTkue rpamMnubl: COMMacynTe Bpems
OHNARH, PAFPEWEHHBIE CAATHI M NPUAOKEHNA

Ucnonv3yiTe TEXHWNECKWE CPeacTea:
POAMTENLCKMIA KOHTPONEL ¥ OBIUME 3KKAYHTLI
ANA MAAALMX AeTER

be3onacHocTh 1eTeil B CeTH — 3TO He NMPOCTO 3alpeThl, a CO3AaHUe
3alIMIIEHHON cpeAbl M 00y4YeHHe NMPABWIBHOMY MOBedeHMIO. B cembe
HEO0OXOJIMMO BHICTPauBaTh I0BEPHUTEIbHbIE OTHONIEHUS ¢ pebeHkoM. [letu
HE JIOJDKHBI UCKAaTh MOHUMAaHUS Y HE3HAKOMIIEB B CE€TH, a OBITh YBEPEHBI, YTO
MOTYT paccKa3aTh POIUTENSIM O JI000I CTpaHHOW WM HEMPUSITHOW CUTYaIlUU
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHo 10roBOpUTHCH U YCTAHOBUTH YeTKHE MPABUJIA. KAKUE CAUTHI
MOYKHO MOCENATh, CKOJIBKO BPEMEHU MPOBOAUTH OHJIANH, KAKUE MMPUIIOKECHUS
MO>KHO MCITOJIb30BaTh.

Joiss Maagmux gereil peKOMEHAYeTCsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh UX MapoJiv. Vcnosib30BaHuEe CrenuaJIn3upPpOBAHHOIO MPOTPAMMHOIO
o0ecreyeHsi POAUTEIHLCKOT0 KOHTPOJISA MO3BOJIUT OrPaHUYMBATh BpeMs 3a
9KpaHoM, GUIBTPOBATH KOHTEHT, OJIOKUPOBATH HEXKEIATCIbHBIC CAUTHI.

CyliecTByeT MHOKECTBO TMPECTYNMHBIX C€XeM, HCIOJIb3yEMbIX
KHOEPMOIIICHHUKAMHU B OTHOIIIEHMH HECOBEPIIEHHOJIEeTHUX J1eTeil.

Cnaiin 9.

PACNPOCTPAHEHHbIE CXEMbl KUBEPMPECTYN/IEHUMA NPOTUB AETEW

ubecnnarHeie» nogapru Defikosbie sanpocsl O «Apyseirn fpymunr =

Ljere: amasmn $nsmrcono Lete: S0CNOTAI0MATIRCN SOSEEMEN M Ler swganen cobn ma coepcmistes, sofn =
CTPIMLY 1YY DICTD AR reie BRAMB AT ALHCH SE0RS AN WD el A0aeee, STOCo MBRATEIMOEATE M B NG BE SIS
Oar s OACHOR S 2070l Ansynr T e 310

Cencropuwen Kubepbynnmur DecTpyrTHBHLIA HOHTEHT
- § ! ! g
Uero. Wanmarmp0eaTe pelensd C Uil YrruTo # TSR [OE3TE Ljere: BOmTE4s 8 DN ECH M coobumcTes,

£ CYMIMG, FCRINE W

PEVCENE MATFENA MiTI Hh PCUABADe et RS TRARS & MRy nocan By
— vareganze W rares coch e i
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Cnpagouno:

Cnocobwvi kubepnpecmynienuii 8 OmHouleHuu oemeu U NOOPOCMKO8.

«becniamubley RNOOAPKU U  PO3BIZPBIMU, KO20Ad peOeHKy Ois
NOJYYEeHUsl B8blUSPbIA Npedsiazaemcs nepetumu no CCulike U 68ecmu
naamedicHvle U umvle OanHvle e2o pooumeneu. OcHoHas yenb — YKpacmo
OanHvle OAHKOBCKUX KAPM WU Y4eMHbLX 3aNUcell,

«gpeiikosvley 3anpocel om Opy3eil, Ko20a C UCNOAb308AHUEM
8310OMAHHO20 AKKAYHmMa oOpy2a pebeHKa npocsim Nnomoub (nepegecmu
OeHediCHble CpedCcmea), a pebeHOK, JHceldsi NOMOUb, MONCEM He YCOMHUMbCS
8 IUYHOCMU NPOCAUE20;

«2PYMUHZY, K020A 83DOCIbIU 3TN0V MBIULIEHHUK HOO 8UOOM C8EPCMHUKA
emupaemcs 8 0ogepue K peOeHKy 8 COoYycemsx Ulu uepax, NnoCmeneHHO
gvigeoblBaem IUUHYIO UHDOpMAYUlo, MAHUNYIUPYem, 6bi3bleaem 4y8cmeo
onuzoCcmu, a 3amem Modxicem GblNpauiueams UHMUMHble omo/sudeo uiu
HA3HA4amy JUYHYIO 8CMpedy, YMmO MOXNCem NpUBecmu K COBEpPUIeHUIO 8
omHouleHuu pebeHKa Oeucmeuli CeKCyalbHo20 Xapakmepd, Komopbie
PpebeHoK 6 ULy 803pacma He MOANCem OYeHUBaAmb, KAK COYUANbHO-3HAYUMDbLE,
cuumas npoucxoosujee uspou,

«CeKcmopuieny, Ko20a NpecmynHux, HOaAY4ue UHMmMuUMHvle omo uiu
8U0eo0 (000POBOILHO OMNPABTIEHHbIE PeOEHKOM UNU Yepe3 B3/10M Kamepbl),
HauuHaem wanmanxicuposams pebeHKd, 8bIMo2as KaK Mamepuaibhsle oaaza,
Makx u yciyey, 8 mom 4ucie CeKCyaibHo20 XapaKkmepa,

Kubepoynnune (umu mpaens), Ko2oa co30aomcsi 2pynnvl U NAOIUKU 05
Hacmeuwex, YHU3UMeIbHbIX KOMMeHmapues, Omnpasisitomcs yepo3vl 8 TIUUHbIX
CO0OWEeHUsAX, UMOoObl NPUHUHUMbL DebeHKY NCUXOJ02UYeCKyro 00b, Umo
HepeoKo ModHcem 3aKOHYUMCS Oenpeccuell Ui 0axce camoyouticmeom,

6oslleueHue 6 ONACHble COo00uwlecmea, NponazaHoupyroujue
O0enpeccugnvle meueHus, Cyuyuod, aHOpPeKCUuro, HACUIUe UIU IKCIMPEMU3M,
KOmopble NpenoOHOCAMCA PeOeHKy KaK Umo-mo «MOOHOe», «KpYymoe» u
«3anpemuoey.

Cmaiin 10.
Y E

4 KNIOYEBbIX NPABU/A BE3ONACHOCTH
B CETU AETEW U NOAPOCTKOB

Xpamu nuynoe B Taine
He nyGaniyit aapec, Wwroty, reoMeTku, JaHHbIe JOKYMEHTOR M &
NAaHs! CEMBbA.

Nomun anropurm « CTON-CNPOCU-PACCKAXW»

CTON, ecnn uro-To Hactopamueaet. CNPOCH y poantensi,
ecnu HenoHATHO, PACCHAMM eapocntim o moboil yrpoae 0
unn anckomopre.

Kowutponupy kpyr obujenms

NoGaenit B ApY36A TOMKO TEX, KOTO IHASLIL AMUHO.
Hacrpoi npreatHocTs Npoduna. A
BrAOMAA KPHTHMECHOE MbILUNEHWE

He nepexoam No COMHUTENLHLIM CCHINKAM. He BEpb CAMLLIKOM
ABLTOAHBM* NPENOMEHNEM

Baxxno wnayunth nereld 1mudpoBOd TPaMOTHOCTH W KPUTHUYECKOMY
MbIIJICHUI0. VUM HyXHO mNOHUMArh, 4rO0 HHTEpHET — 3TO OTpa)KeHHe
peajibHOr0 MHPA: B HEM eCTh U XOpollHe, U IJIOXHe JIIOAH, U MPaBuJa
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0€e30MacCHOCTH 31eCh TAK K€ BAaKHbI, KAK U Ha yJune. He skoHOMBbTE Ha
BpPEMEHHU, Yallle 1 00JibIlle pa3roBapuBaiTe co CBOUMU JeThMU!

Takoke B 3aIIUTE OT MPECTYIHBIX MOCATATEIHCTB, B UHYOPMUPOBAHUU U
JOIIOJIHUTEIbHOM BHUMAHUU HYKIAKOTCA U JIFOJIA [OKUIIOTO BO3pACTa.

*k*kk

3a mocienHee BpeMsi B pecnyOJjMKe TMPOU3OILIN 3HAYUTEIbHBIC
MO3UTUBHBIE CABUTH: yAAIOCh OOMIMMHU YCHJIMSIMU MEPETOMUTH TEHJICHIINIO
pocTa uucia KUOEpIPECTYIUIEHW, 3aMETHO BBIPOC YpPOBEHb HUGPOBOI
3allUThI, JEMOHCTPUPYET OIEPATUBHOCTh M aJalTUBHOCTh K TEKYIIUM
BBI30BaM OE€JIOPYCCKOE 3aKOHOJATEIBCTBO B 00JaCTH KHOEPOE30MacHOCTH H
ap. IIpumeyaTenbHO, UTO HAlll ONBIT OOPHOBI ¢ KUOEPIIPECTYITHUKAMU aKTUBHO
NPUMEHSIIOT B IPYTUX CTPaHaX.

Kak ormerun Ilpe3ugent PecnyOosmku beaapycs A.I.JIykamenko,
«abconiomuylo 3auwjumy Om Kubepamaxk He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl O00JIIHCHb MUHUMUZUPOGAMb PUCKUY». ITOTO
BO3MOXKHO JOOWTHCS, KOTJa KaXKIbId Yy4YaCTHUK HWH(OOPMAIMOHHBIX
OTHOIICHUM, KaxKaash opraHuszanus OyIyT OTBETCTBEHHO IOAXOJUTh K
BBITIOJIHEHUIO TPeOOBaHUN MO0 KHOEpOe30MacHOCTH, a KaXKIbld YEIOBEK
NOPOSBUT OJUTENILHOCTh W BHUMATEIBHOCTh B CIIy4ae CHUTYalldd C
MOIIIEHHUKaMH.

Cnaiig 11.

Pogurmany, HayuuTe qeTedl Npaguna BEpareTe AHHIYWHTE
NOAESSAATECA HHTEpHEToM DE3BNacHONS NOBS 08 HMA oT adeprcToE!
Npaankto!

AKAOEMHS YTPARNEHHS

NPK NPESWAEHTE
PECMYBMNWKMW BENAFYCR




